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First some 
important words 
from Donald T.



“I know it sounds 
devastating but we have to 
get used to the fact that a 

new era has begun: the 
pre-war era.”     



“When Donald Tusk 
was Polish prime 
minister for the first 
time, from 2007 to 
2014, he said few 
other European 
leaders beyond 
Poland and the Baltic 
states realised Russia 
was a potential threat.”







https://www.drive.com.au/news/tesla-hit-and-run-driver-to-stand-trial-for-crash-blamed-on-autopilot/



● Cyber Security Act
● Cyber Resilience Act
● Cyber Solidarity Act
● Digital Operational Resilience Act (DORA)
● NIS2 Directive
● Product Liability Directive
● .. and they aren’t done yet







On 24 February, a cyber-attack against Viasat began approximately 1 hour before 
Russia launched its major invasion of Ukraine. Although the primary target is 
believed to have been the Ukrainian military, other customers were affected, 
including personal and commercial internet users. Wind farms in central Europe 
and internet users were also affected.

Viasat has said that “tens of thousands of terminals have been damaged, 
made inoperable and cannot be repaired.”



When times are bad, you are (much more) on your own!

● ROBUST: Does not fall over by itself

● LIMITED/KNOWN DEPENDENCIES: Does not need too much 
unknown stuff too far away

● OWNERSHIP/UNDERSTANDING: If things break, you can 
improvise or fix things



“Many different types of equipment 
have attempted, but have largely 
failed, to replace the incredibly simple 
sound-powered telephones on ships. 
Due to the rugged, reliable and 
power-free nature of this equipment, it 
remains in use on all US military 
vessels.”

















The stack is too high!







So where are we?





‘Any worries about “the Chinese” 
being able to disrupt our 
communications through backdoors 
ignore the fact that all they’d need to 
do to disrupt our communications.. 
is to stop maintaining our 
networks for us!’ (2020)
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nare-hacker@example.comNog een keer!

KLIK! 





Perhaps move to the 
cloud then?











“You end up in a 
situation where everyone 
who loves IT has left, 
and as an employer you 
have also become very 
unattractive to people 
who have actual skills.”



Why is this 
happening?



We can’t go on like 
this!



December 2023



When times are bad, you are (much more) on your own!
(no one has time for you!)

● ROBUST: Does not fall over by itself

● LIMITED/KNOWN DEPENDENCIES: Does not need too much 
unknown stuff too far away

● OWNERSHIP/UNDERSTANDING: If things break, you can 
improvise or fix things



Is there a way back?





Summary

● The systems that support our daily lives are way way too complex & fragile
○ And getting more complex

● Maintenance is moving ever further away from us
○ As is understanding

● Our own skills are wilting, we are no longer able to control our 
infrastructure

● Now imagine a war where you need help from everyone else

● We get this because non-technical people make economic choices
● I don’t know how we can fix this
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